Meinberg NTP Time Server Monitor Guide
Whitham D. Reeve

Abbreviations in this article:
DNS: Domain Name Server

GPS: Global Positioning System
IP: Internet Protocol

LAN: Local Area Network

PC: Personal Computer

NTP: Network Time Protocol
UTC: Coordinated Universal Time

1. Introduction

This guide describes how to setup and use the Meinberg NTP Timer Server
Monitor application software and includes example client PC clock analyses
derived from it. The Meinberg NTP Time Server Monitor is separate and independent of the Network Time
Protocol (NTP). NTP is a program that runs as a service on a Windows PC and, once configured, helps the PC
keep accurate time without user intervention. The Meinberg monitor program provides a means to reconfigure
NTP and to easily view its operating statistics.

This is not a quick-start guide; it is written for readers who appreciate detailed instructions and descriptions and
who would like to customize their NTP installation. No prior experience with NTP is needed. Readers wishing to
get started quickly will find that the default installation of the NTP protocol works adequately but they should
eventually install the Meinberg monitor and use this guide to customize their installations. The detailed
installation procedures for the monitor software and the associated Network Time Protocol (NTP) are covered in
Network Time Protocol and Meinberg NTP Time Server Monitor ~ Installation
Guide {ReeveNTP}. A brief discussion of clock accuracy and stability and the
Network Time Protocol may be found at {ReeveTime}.

Note: References in brackets [ ]
and internet links in braces { }
are provided in section 6.

2. Meinberg NTP Time Server Monitor

When installed on a PC, NTP runs as a background process or service and does not have a windows-type user
interface. As a Windows service, it is accessible through the service management facilities built into all modern
Windows operating systems, but user actions are limited to starting and stopping the service (figure 4). NTP also
may be controlled using a command line interface (figure 5), and this method provides more flexibility in terms
of access to operating statistics.
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Figure 4 ~ As a Windows service, NTP can be started and stopped though the Computer Management window.
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[&v] Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Wersion 6.1.76811
Copyright (c> 2809 Microsoft Corporation. All rights reserved.

poll reach delay
173.230.149.23 3?77 181.987

3

—mx—a.smith.is 284.235.61.9 3 377 81.967

+nisttime.carson .ACIS. 1 377 185.993
i

*131.187.13.188 .ACTS. 3% SSLMS . - Figure 5~ The NTP Service can be
C:\Users\Adninistrator>. accessed through the Windows

command line interface.

To make NTP easier to use, the Meinberg NTP Time Server Monitor allows the user to control, monitor and
analyze NTP actions through a tabular Windows interface. After everything is properly installed (see [ReeveNTP])
open the monitor by clicking the Desktop shortcut or start the monitor from Start — Programs — Meinberg — NTP
Timer Server Monitor. The monitor always opens to the NTP Service tab. The monitor has several other tabs,
which will be described in the following paragraphs. Although the monitor has a Help menu, there are no
underlying help files nor is there an online help forum.

Basic operation: The Meinberg monitor should be setup to start automatically when Windows starts or reboots
(described below). The monitor will start minimized to the Taskbar. To view the monitor window double-click its
Taskbar icon (figure 6). To minimize back to the Taskbar, click on the Minimize icon; do not click the Close icon. If
you inadvertently click Close, NTP will continue to work as configured but the monitor will not gather statistics.
The monitor may be restarted from the Start menu.

B & B ¢ S
Figure 6 ~ Left: The Meinberg monitor icon in the Taskbar is
_E '\J [F= rmation I shown here in the lower-right corner. Double-clicking the icon
opens the Full window. Right: To re-minimize the window,
& &) ﬂl click the Minimize button in the upper-right corner of the
monitor window. Clicking the Close button closes the monitor,
e _;I preventing it from obtaining statistics.

NTP Service tab: The NTP Service tab provides basic Service Information and controls (figure 6). The NTP service
can be started, stopped and restarted using the buttons in the Service Configuration frame. Clicking the Settings
button opens the NTP Service Settings window, where the path to the NTP configuration file can be changed
(figure 7). Generally, the path and other settings in this window should be left alone except, perhaps, for
experimentation.
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NTP Time Server Monitor by Meinberg 1.04 o ] |
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Figure 6 ~ The NTP Service tab provides detailed information about version, path and Service Status. It should appear
similar to the screen shown here except that the path in the Service Information frame will depend on where you installed
NTP. The Service Status in the lower part of the Service Information frame should be Started at this point. Check the Service
configuration in the right frame. If necessary set the Start Type to Automatically. This will start the NTP service whenever
the PC is started or rebooted.

ﬂ
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Figure 7 ~ The NTP Service Settings tab with default values.
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Save | Cancel

NTP Status tab: The NTP Status tab shows the status of all time servers that have been configured in NTP (figure
8). If the servers also have been setup in the Configuration tab (described below), the monitor assigns an
individual tab for each one. When NTP is started, it queries the configured servers, learns the environment and
slowly adjusts the PC clock. NTP learns about the PC clock average drift rate and stores and periodically updates
the information in a “driftfile”. NTP uses this file is used to quickly synchronize the PC clock after a shutdown.
The learning process requires some time and can be monitored by looking at the When, Poll and Reach columns
in the NTP Status tab, which are described in the following paragraphs. The information presented in this tab is
updated at regular intervals as specified in the Refresh Interval on the right side of the window.
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Fle Edt Help

NTP Service NTP Status | NTP Configuration File | Statistic | Advanced Statistic | Configuration | Notification | Logfile | NTP Debug Information |
10.0.0.131 | 10.0.0.143 |
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+ 10.0.0.143 KPPS 1 Unicast server 244 1024 377 37690 30513 20.069
= 1000131 KPPS 1 Unicast zerver 27 1024 377 1.680 13.444 2.757
Palling Status: | Running NTP Version ntpd 4.2 8p3@1,3528-0 Jul 09 16,33.37 [UTD-'UE:EID] 205 4] @ DNS lookup Legend|
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File Edit Help

NTP Service NTP Status | NTP Configuration File | Statistic | Advanced Statistic | Configuration | NTP Event Log | Notification | Logfile | NTP Debug Informaten |

Current local NTP Status: ISvnc to: 172.82,134.52 Offset: -1.491ms Stratum: 3 gl Retiesh Intervall: | 60 s

~NTP Status:
| Hemote ‘ Refid | Stlalum‘ Type “w’hen‘ Pall ‘ Reach ‘ Delay | Offzet ‘Jitter ‘

+ 198.110.48.12 204.9.54.119 2 Unicast server 916 1024 377 105972 2718 1.643

- 2091182042 128.9.176.30 Unicast server : 53.947

= 172.82.134 52 152.2.133.54 2 Unicast server 952 1024 377 118969 -1.491 1.884

+ 172.82.134.51 152.2.133.54 2 Unicast zerver 622 1024 377 118971 -1.045 2616
Palling Status: | Running NTF Version: ntpd 4.2 8p3@1.3528:0 Jul 09 16:33:37 (UTC+02:00) 2015 (4) @ onsicokup Legend|

Figure 8 ~ Top: Two local GpsNtp-Pi time servers (IP addresses 10.0.0.131 and 10.0.0.143) have been setup. Only one server
is selected at any given time and it is the one with the best performance as determined by NTP. The status of the selected
server is shown in the field Current local NTP Status. In this case, the PC time-of-day clock is 13.444 ms faster than UTC. The
refresh interval for the displayed data is 10 s and can be changed by the user. Bottom: Four servers from the United States
NTP pool are setup. The “*” character (and green bar) indicates the selected time server and the “+” character (and yellow
bar) indicates servers acceptable for synchronization. The “-“ (and red bar) indicates a server that has been found to be

unacceptable for synchronization. The symbols are fixed but the colors may be changed by the user in the Configuration
tab. The refresh interval for the displayed data is 60 s.

The When column shows the number of seconds since the last poll. The Poll column shows the poll interval in
seconds. For a stable clock the polling interval starts out at a small value and increases in steps by a factor of 2 to

See last page for copyright info, File: Reeve_MeinbergMonGuide.doc, Page 4



longer intervals. The Reach column shows the status of the poll connection attempts between the NTP client
and server. The values are in octal starting at 000 and ending at 377. The NTP Status tab will have a sub-tab for
each time server specified in the Configuration tab.

The Reach field is a buffer containing eight 1-bit flags, one for each of the last eight connection attempts, or
polls, between the NTP client and server. It is not a sequential counter. NTP at the client assigns a buffer to each
remote server. A successful connection is signified by logic 1 and a failure by logic 0. Each time a new poll is sent,
the register is shifted one bit to the left as a new bit enters from the right. Therefore, successful and failed polls
can be tracked over eight poll intervals. The maximum value of an 8-bit octal numberis 377 (11111111 in
binary notation), so a Reach of 377 indicates that the last eight polls were successful.

NTP uses the User Datagram Protocol (UDP) for message transmission. UDP generally has lower latency (delay)
but no packet delivery guarantees. This means that any dropped packets are not retransmitted and the
associated polls fail. NTP logs each failure in the buffer and waits for the next poll period. For example, if a poll
fails the buffer will be 11 111 110, which corresponds to a Reach of 376. If the next seven polls are successful,
seven logic 1s are shifted into the buffer, one for each poll, shifting the 0 representing the failed poll to the left
and eventually out of the buffer. The table below shows the progression of a single failed poll through the Reach
buffer.

Poll number  Poll status Buffer contents Octal equivalent
1..8 Successful 11111111 377
9 Failed 11111110 376

10 Successful 11111101 376
11 Successful 11111011 373
12 Successful 11110111 367
13 Successful 11101111 357
14 Successful 11011111 337
15 Successful 10111111 277
16 Successful 01111111 177
17 ... Successful 11111111 377

As indicated above, the 0 representing the failed poll is moved one bit to the left every time NTP polls the time
server. If the polling interval is 1024 s, the 0 will stay in the buffer for over 7 000 s (almost 2 h). If the eight polls
after a failed poll are successful, the Reach value jumps from 177 to 377 with no intervening steps. If additional
polls fail, another 0 bit will be inserted into the buffer. A Reach value of octal 000 (binary 00 000 000) indicates
that the last eight polls failed; if the Reach stays at 000 for an extended period of time, it means the remote time
server is not reachable. Thus the Reach buffer can take on any value depending on the reliability of the polling
process. In this way, the Reach is a measure of the “reachability” of the NTP server.

It should be noted that NTP is designed to work in networks that drop packets associated with polls, so
variations in the Reach value usually indicate connection (network) problems and not NTP problems. If NTP is
unable to connect with a time server for an extended time period, it falls back to the driftfile (described
previously) to adjust the PC clock.
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The Delay, Offset and Jitter columns represent NTP’s measurements. The delay is the roundtrip messaging delay
in ms between the client PC and time server. The delay can be quite variable depending on, for example, the
PC’s CPU load and the network between the client and time server. Generally, NTP can cope with the variability
even in extreme cases. The Offset is the difference in ms between UTC (actually the remote time server time,
which presumably has no time error with UTC) and the client PC time-of-day clock. Jitter is a measure of the
amount of PC clock’s variation in ms from an average value. A client PC using a wireless LAN will experience
much more jitter than a wired LAN because of the wide variations in packet delay and the heavy buffering in
wireless networks.

NTP can be setup to use local time servers, a pool of servers or combination. Various time server pools can be
configured such as by country (for example United States), continent (for example, North America), or custom.

There are almost 4 000 pooled time servers (the majority in Europe); more detail may be found at {NTPPool}.

NTP Configuration File tab: This tab is a simple text editor that provides direct access to the ntp.conf file, which

is a file holding all configuration details for NTP including the time servers to be used (figure 9). The
configuration can be changed by editing this file. The Save Configuration and Discard Changes buttons near the
bottom-right are grayed out until a change is made. Generally, it is not advisable to change this file without a
clear understanding of the effects of those changes.

NTP Time Server Monitor by Meinberg 1.04 =10 =]

File Edt Help

NTP Service | NTP Status {NTP Configuration Fle  statistic | Advanced Statistic | Configuration | Notification | Logfile | NTP Debug Information |
—C:AToolsANTPAetchntp. conf

# MTF Network Time Protocol -
# == ATTEMTIOM =% *v'ou have to restart the TP service when vou change this file to activate the changes®
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# Configuration File created by YWindows Binary Distribution [nstaller Rew.: 1.28 mbg
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# ignoring made B and mode 7 packets. Especially the monlist feature has a big potential to be abuzed for this.
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restrict -6 01
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=
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Figure 9 ~ The NTP Configuration File tab provides access to the text file that holds NTP’s configuration details. Do not
change anything without first learning what the changes may do. Lines with the “#” character are comment lines and not
executed.

Statistic tab: This tab displays the statistics of the NTP messaging loop between the NTP client and time server
and thus shows how the local clock is being disciplined by NTP (figure 10). The statistics are stored in a text file
called loopstats.YYYYMMDD, where YYYY is the year, MM is the month and DD is the day. The loopstats file is

located in the NTP/etc/ folder and provides parameters in seven columns of text data (it may be opened in any
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text editor). Below is an example of two lines in a loopstats file from a Windows 7 laptop and the definition of
each column:

(1) (2) (3) (4) (5) (6) (7
57316 24169.425 -0.000132117 -54. 251 0. 000976563 0.023818 10
57316 26304.284 0.001448079 -54.250 0.001070791 0.022281 10

Column Line 1 above Description
(1) 57316 Date in Modified Julian Day (MID)
(2) 24169. 425 Time in seconds past midnight UTC
(3) -0. 000132117 Clock offset from time server in seconds (plotted by monitor)
(4) -54. 251 Frequency offset in parts per million (plotted by monitor)
(5) 0. 000976563 Root mean square (rms) jitter in seconds
(6) 0.023818 Allan Deviation in parts per million (also called wander)
(7) 10 Clock discipline time constant in log,(poll interval in s)

The loopstats file is updated each time NTP polls the time server, and one complete file is produced each day.
Since NTP itself determines how often it needs to poll, the updates throughout a day may not be at the same
interval. The most current file (today) will show only the statistics accumulated at the time it is viewed but it will
be complete at end of the UTC day. The Meinberg monitor only plots the clock offset and frequency offset
values in the loopstats file. To view these plots in the Meinberg monitor Statistic tab, use the drop-down in the
left frame below Available Logfiles to select the file location in the NTP folder (...\NTP\etc\) and then select the
desired file.
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File Edit Help
NTP Service | NTP Status | NTP Configuration File  Statistic | Advanced Statistic | Configuration | Notification | Logfile | NTP Debug Information |
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INTF' Loopstats Ll ;‘;l Time (UTC) jj
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Figure 10 ~ The Statistic tab shows only plots the clock and frequency offset fields in the loopstats file, but this is enough
information for a user to quickly determine the clock operation.

Advanced statistic tab: The Advanced Statistics tab has sub-tabs for Selected Peer, Stratum value, Delay and
Polling interval (figure 11). These data are gathered from NTP by the monitor and are in the same folder as the
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monitor program. However, the data in a given sub-tab is available only if it has been selected in the monitor

Configuration tab described next.

MTP Time Server Monitor by Meinberg 1.04

File Edit Help

NTP Service | NTP Status | NTP Configuration File | Statistic  Advanced Statistic | Configuration | Notification | Logfile | NTP Debug Information |

~Advanced statistic
Selected F'eerl Stratum value  Delay | Puolling intewal!
e |Time: i\-‘alue |;i —Information: —Graph:
First entry: 2015-04-04 22:44:36 Delay
2015:08-21  |16:5200 |77.362 Last Entry: 2015:08-22 20:27:33
2015-08-21 16:53:00 77.982 o \ y ;
20150521 165400 77.982 il T e e
20150821 1R5S00 77092 bl Simum walue: 236,524 . : .
201508-21  1GSE00 | 77.992 Entries: 52970 B e e e e
2015-08-21 16:57:00 77.982
2015-08-21 16:58;01 77.982 —Action: i s it et et T e
2015-08-21 16:53;01 77982 ,
2 17-00:01 77.982 Clear specific events -
7 STOLo 77982
2015-08-21 17020 77.982 _J {- :
2015-08-21 17:03:mM 77982 224436 23:1435 160622 18:2553 085535
21 5-N8-1 17-n4-m 7787 L!
‘ Refresh | Clear all events |

Figure 11 ~ Advanced Statistic tab. The Delay sub-tab has been selected, which shows the messaging delay between the
time server and client. The Polling interval tab shows the rate at which NTP on the client polls a server.

Only Delay and Polling interval are of interest for most analyses. They show the roundtrip messaging delay in ms
between the time server and client and the interval that is used by NTP for polling. The plot on the right is
automatically produced for the current 24 h period from the data selected by the sub-tab. The plots are
produced from the ntsmadvlog.txt file, which is kept in the same folder as the monitor program.

Configuration tab: The Configuration tab applies to the monitor program itself and is used to setup the logging
and other displays (figure 12). The checkbox settings in the Configuration tab determine how the monitor

displays the time server status in the NTP Status tab. In order to display separate tabs for each configured time
server, they need to be listed in the External NTP server field and separated by a comma. If Enable Coloring is
checked, the colors may be changed by clicking the adjacent button. The Status polling interval determines how
often the monitor queries NTP to determine server status. The default is 10 s and lengthening it to, say, 60 s will
cause a small reduction in LAN traffic. If Enable DNS lookup is checked, the Current local NTP Status field and the
Remote in the NTP status table in the NTP Status tab will show the time server’s host name instead of IP address
(figure 13).

The Statistic frame displays the path to the logs that the monitor keeps. The path shown is the path setup during
monitor installation. The Advanced Statistic frame at the bottom allows customization of the corresponding
parameters that may be plotted in the Advanced Statistic tab (see previous tab description). For most setups,
only the Log delay value and Log polling interval are checked but there is no harm in checking all of them.
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NTP Time Server Monitor by Meinberg 1.04 B o ] A
Fle Edt Help
NTP Event Log | Notification | Logfie | N et 4 | »

NP Service | NTP Status | NTP Moniist | NTP Configuration File | Statistic | Advanced Statistic

~General:
¥ Fiuri at Systern Start ¥ Show advarced tabs ¥ Activate logging
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Figure 12 ~ Configuration tab with the Activate logging, Log delay value and Log polling interval boxes checked. The General
settings shown here provide the most information.

MTP Time Server Monitor by Meinberg 1.04 MTP Time Server Monitor by Meinberg 1.04
File Edit Help File Edit Help
NTP Service  NTP Status | NTP Configuration Fie | Statistc | Advanced Statistic | Configuration || TP Service NTP Configuration File | Statistic | Advanced Statistic | Configuration |
Localhost | 10,0.0.131 | 10.0.0.143 | Localhost | 10,0.0.131 | 10.0.0.143 |
‘ Cumrent local HTP Status: ISVI‘IC to: 10.0.0.131 Offset: 0.753ms  Stratum: 2 ‘ Cumrent local HTP Status: ISvnc to: GpsNtp-Pi-HAB.gc.net Offset: 0.753ms  Stratum: 2
" NTP Status: " NTP Status:
| Remote | Refid | Sllalum‘ Type |\ | Remote | Refid | Sllalum‘ Type 1
+ 10.0.0.143 KPFP5 1 Unicast server : + GpsMip-Pi-Plugable.gci_net KPFP5 1 Unicast server !
= 10.0.0.131 KPPS 1 Unicast server 1 * GpsNip-Pi-HAB gci.net KPPS 1 Unicast server ‘

Figure 13 ~ The NTP servers can be displayed in the NTP Status tab by their IP address or host name by unchecking or
checking the Enable DNS lookup in the Configuration tab Status frame.

NTP Event Log: The NTP Event Log tab is visible only when the Service Information — Application Log button in
the lower-right corner of the NTP Service tab is pressed. At that time the NTP Event Log tab will open with data
associated with NTP’s time-keeping activities (figure 14). The logs shown are produced only when NTP is
stopped and then started or restarted such as from the NTP Service tab. The event log is not on-going. As a
troubleshooting aid, various data filters may be used to find specific types of log entries such as Information,
Warning or Errors.
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File Edit Help
NTP Service | NTP Status | NTP Configuration File | Statistic | Advanced Statistic | Configuration NTP EventLog | Notification | Logfile | NTP Debug Informaton |
Entries: W— Filter: Containing Text I Refresh
—~MNTP Event Log Entries:
Type |Dale |Time ISnurce |Eategnlie |Event iUsel il:umpulel |Descriptinn ﬂ
Information 10/19/2015 15:48:36 NTP Mone 3 nfa LIGHTMING-K48  Lizten noimally on 2 MS TCF Loopback int
Information 101972015 15:48:36 HNTP MNone 3 nfa LIGHTHING-K48 Lizten noimally on 1 Local Area Conneclion
Information 10/19/2015 15:48:35 NTP Mone 3 nfa LIGHTMING-K48 Listen and diop on 0 vdwildcard 0.0.0.0:12
Information 10/193/2015 15:48:35 NTP Mone 3 nfa LIGHTMING-K48  proto: precision = 0.500 uzec [-21)
Information 101972015 15:48:33 HNTP Hone 3 nfa LIGHTHING-K48 HZ 64 000 using 43 msec timer 23.256 Hz |
nformation 1071972015 15:48:33 MHTP Mone 3 nfa LIGHTMING-K48 Windows clock precision 15.624 msec, min
Information 10/19/2015 15:48:33 NTP Mone 3 nfa LIGHTNING-K43 MM timer resolution: 1..1000000 msec. set
Information 101972015 15:48:33 NTP MNone 3 nfa LIGHTHING-K48 Performance counter frequency 2602740 k
Information 10/19/2015 15:48:33 NTP Mone 3 nfa LIGHTMING-K48 Clock interupt period 15625 mzec [startup
Information 10/19/2015 15:48:33 NTP Mone 3 nfa LIGHTMING-K48 Raized to realtime prionty class
Information 10192015 15:48:33 NTP Mone 3 nfa LIGHTHING-K48 Command line: C:\Program Filez\H TP\hin\r
Information 107192015 15:48:33 MNTP Mone 3 nfa LIGHTHING-K48 ntpd 4 2 8p3@1.3528-0 Jul 03 16:33:37 [U
Information 107192015 15:48:08 MTP Mone 3 nfa LIGHTHING-K48 ntservice: The Network Time Protocol Sery
'wfarning 10/18/2015 18:52:20 NTP Mone 2 nfa LIGHTMING-K48 Unable to remove prior drift file C:\Program =
I:t:.]-—.l:n-. ANMHO MR A7-RE2- MTD hMlana 2 R Y 1ICUTRIRC V4O Iinktonm marmalle am 3T WHC TRD 1 qanbh-al :-.ﬂ—l

Figure 14 ~ NTP Event Log Entries include useful troubleshooting information as well informational entries such as clock

precision (6th entry from the top in the above example).

Notification tab: The Notification tab may be used to setup email alerts (figure 15). This feature may be used the

time quality on a particular PCis critical and notification is needed to correct synchronization problems.

NTP Time Server Monitor by Meinberg 1.04 =10 =]

File Edt Help

NTP Service | NTP Status | NTP Configuration File | Statistic | Advanced Statistic | Configuration Metification |Logfile | NTP Debug Information |

~Motification:

~Email configuration:

MTP notification configuration: ——

Trggers
I ail Server; || F'Dlt:I25 T, Stratum level: |1EI ﬁ Mail SMMP Syslog
Uzer Narme: | tdax. Oftzet: I'IEIEID i NTP not spnc: { | | { |
Pazsward: I NTP stopped w B =
. dd | NTP Stratum level too large [ i [
rom address:
Max. Offset exceeded: [ B =
ToAddess 1: I
ToAddress 2 I ™ Send notification if condition abrogated

~Motification conditions:

—SHMP configuration: ~Sypzlog configuration-
SHMP Manager 1: I
SHMP Manager 2: i

SHMP Commurity: I

Syalog Server 1: i

Syslog Server 2 !

Send test notification |

Save I|

Figure 15 ~ Notification tab. The user can setup email notification (left frame) and select the types of conditions that will be
annunciated (right frame).
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Logfile tab: The Logfile tab displays the basic logs for the monitor such as when the NTP service or monitor was

started or stopped (figure 16). This log is the text file ntsmlog.txt, which is kept in the same folder as the monitor

software.

NTP Time Server Monitor by Meinberg 1.04

File Edt Help
NTP Service | NTP Status | NTF Configuration File | Statistic | Advanced Statistic | Configuration | Notification Logfile | NTP Debug Information |

~NTP Time Server Monitor Event Log

=100

2015-04-28 00:1 2:56:
2015-05-01 15:67:08:
2015-05-05 20:3%:56:
2015-05-12 16:5%:01:
2015-05-31 19:18:27:
2015-06-15 04:18:45:
2015-06-19 19:37: 20:
2015-06-20 21: 24:56:
2015-06-21 00:0%:53:
2015-06-3017:02:37:
2015-07-14 04:41:42:
205-07-22 21:07:02:
2015-07-24 035846
2015-07-24 04:01:56:
2015-07-24 04:02:00:
2015-07-31 19:0252:
2015-08-03 183322
2015-08-21 01:4%22:
2015-08-22 20023 23:
2015-08-22 20:24: 26:

MTP Time Server Monitor started
MTP Time Server Monitor started
MNTP Time Server Monitor started
MWTP Time Server Monitor started
MWTF Time Server Monitor started
MTF Time Server Monitor started
MTF Tirme Server Monitor started
MTP Time Server Monitor started
MTP Time Server Monitor started
MTP Time Server Monitor started
MTP Time Server Monitor started
MTP Time Server Monitor started
MWTF Time Server Monitor started
MTF zervice stopped by user
MTF zervice started by uzer
MTP Time Server Monitor started
MTP Time Server Monitor started
MTP Time Server Monitor started
MTP Time Server Monitor clozed
MTP Time Server Monitor started

| Clear Logfile |

Refresh

Figure 16 ~ Logfile tab simply shows a chronological list of activities associated with the monitor.

NTP Debug Information tab: The debug information tab (figure 17) is only visible if Show advanced tab is

selected in the Configuration tab.

NTP Time Server Monitor by Meinberg 1.04

File Edt Help

NTP Service | NTP Status | NTFP Configuration File | Statistic | Advanced Statistic | Configuration | Notification | Logfile  NTP Debug Information |

10.0.0.141 | 10.0.0.145 |

NTP SysVars:

leap o
stratum 2
precision -10

to B
mintc 3

roctdelay 24 670

rootdisp 20.148

refid 10.0.0.143

reftime | Dxd983590.af253bec
clock 0xd9835a64.6a20986a
peer 63137

system | Windows

offset |-15.364087
frequency 17.684

=100

i NTP ClodkVars & PeerVars:

dissociations: [63137: GpsMtp-Pi-Plugable. goi.net

Value

srcadr (10.0.0.143

srcport 123

dstadr 10.0.0.7T6

dstport 123

leap iU

stratum 1

precision 18

rootdelay 0.000

roctdisp | 1.221

refid KPPS

reftime Oxd9835a25.057922d40
rec Oxd3835a34.abaal%ed
reach O 3f

Refresh
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Figure 17 ~ NTP Debug Information tab. This tab normally is used for troubleshooting the NTP installation and is not
documented to any useful extent.

3. Viewing NTP Logs and Time-Keeping Plots

NTP and the Meinberg monitor keep many logs and statistics, but they are not enabled by default. Go to the
Meinberg monitor Configuration tab (figure 18). If necessary check the boxes to Activate Logging in the General
section near the top and select the individual logs in the Advanced Statistic near the bottom. If changes were
made, select the NTP Service tab and click the Restart NTP service button.

NTP Time Server Monitor by Meinberg 1.04 8 ] |

File Edit Help
NTP Service | NTP Status | NTP Configuration File | Statistic | Advanced Statistc  Configuration | Notification |

~General:
¥ Run at Spstem Start ¥ Show advanced tabs v Activate logging
v Display lcon in TraylconBat v Uze Windows spstem font

Service:

I Service changes remain consistent after reboot

~Status:
Status Palling Interval: ﬁ second (3] [ Enable BMS Lockup I Enable Colaring conh’gurel
Estemnal MTR Server; I

~Statistic:

Logfile Locations: I

¥ Save lszer Selected Directories

~Advanced Statistic
v Log used peer for synchronization v Log delap value

Logging Interval |1_ minute(s] Iw Log stratum of localhost Iv Log poliing interval Clear Statistic |
|
‘ Default Values | Save settings ||

Figure 18 ~ Setup logging in Configuration tab.

It will be necessary to wait until sufficient data have been accumulated so that meaningful statistics can be
computed, and this typically requires several hours after installation. A similar process is required after
rebooting the PC or starting after a period of shutdown. Plots can then be viewed on the Statistic and Advanced
Statistic tabs (figure 19). The statistics can be cleared at any time in the Advanced Statistic area of the
Configuration tab.

Of particular interest are the loopstats produced by NTP. It may be necessary to navigate to the \NTP\etc folder
in the Available Logfiles field in the left frame of the Statistic tab. Among other things, the loopstats provide a
measure of the PC clock’s offset in seconds and frequency offset in parts per million. These plots are auto-scaled
and because of this sometimes will appear smoother and sometimes more jagged than expected. Basic plot
parameters and the minimum and maximum values during the plotted period are shown above the plot.
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To view a plot, select a particular loopstats file and then click Generate in the left frame. This will produce a plot
in the right frame for that particular file. If part of the current day (today) is being plotted, it will be necessary to
click Generate to update the plot later as more data is accumulated.

NTP Time Server Monitor by Meinberg 1.04 o ] e |
File Edit Help
TP Service | NTP Status | NTP Monlist | NTP Configuration File  Statistic | Advaniced Statistic | Configuration | NTP Event Log | Notfication | Logfie | NTPDet 4| *
—Ayvailable Logfiles: ~Generated Statistic:
[CrTooks'WTPete =] || Flename: loopstats. 20151020 Ertries: 69 Offset  Min: -0.000952 Max 0123182
loopstats. 20151078 [rate: 20102015  Starttime: 00:02:14  Stop time: 23:37:-41 Frequency: Mine  -54 9700 Max  -54 4670
2 0.12
0.1 b-543
coz! NV (Y kL  fsas
0.06 ] fl-525 o
0.04%
(00 e AL SRS S Y (USRONH ouie  | ) 546 2
¥ o0 b547 3
£ go2f BTV
5oz S48 3
'g-g; _______ | c4n =
0.08 : Gl
01 : = ~—fssi
1zl - - = i Z - ——F552
0214 01:12:59 035202 061325 031656 120537 140939 162043 185221 213432
INTF' Loopstats jj Time (UTC) jj
— Dffset — Frequency (PPM) |

NTP Time Server Monitor by Meinberg 1.04 25

File Edit Help

NTP Service | NTP Status | NTP Configuration File | Statistic Advanced Statistic | configuration | Notification | Logfile | NTP Debug Information |

—Advanced statistic
Selected F'eerl Stratum value Delay | Palling intervall
TR |Time: |\-"alue |ﬂ ~Information: —Graph:
First entry: 2015-04-04 22:44.36 Delay
et oSl FEOGE Last Entry: 20150822 20.27.33
20150821 185300 77982 o
JME0821 165400 77982 i Rakie ol Bt e
20150821 1RER00 F7.982 Maimum walue: 236524
20150821 18:56:00 77982 Entries: G970 || M8
2050821 1B5700 FR982
2050821 1E5&01 Fr982 e | R e e e e e e e e
20150821 185301 77982
250821 1F0001 FR9E2 Clear specific svents
_ 77.992
20150821 (170201 |77.992 il 0- ;
2015-08-21 170201 T7.982 2244:36 231435 16:06:22 18:25:53 085535
2015-08-1 17-N4-11 FFae2 LI

‘ Refresh I Clearalleventsl

Figure 19 ~ Top: The Statistics tab provides a plot of two parameters from the loopstats log, clock offset and frequency
offset. It will be noted from the frequency plot that NTP is attempting to slowly steer the frequency error so that the clock
offset tends toward zero. This can be seen where, over a 24 h period, the frequency error is slowly stepped in a positive
direction from about —55.0 to —54.5 ppm. The clock offset probably will never reach zero because of the PC clock’s
behavior. For example, a process may start that loads the CPU and thus increases its temperature or a nearby heater or
cooler may start, any of which could affect the PC clock crystal and its frequency and NTP’s steering attempts. Bottom:
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Advanced Statistics tab provides plots of the Selected Peer, Stratum value, Delay and Polling Interval over the most recent
24 h period. Generally, only the Delay and Polling Interval are of interest. They indicate the measured time characteristics s
of the NTP messages that are exchanged between an NTP server and client. Note the Delay plot, which shows variability
ranging from near 0 to over 250 ms presumably caused by buffering in the local wireless router and the variable latency in
the Wi-Fi connection.

It will be noticed from the plots that NTP normally does not make large frequency steps. This is particularly
important in telecommunications networks, but for relatively simple PC time-keeping, NTP can be setup to make
large or quick steps upon initial startup. The iburst flag on a server in the NTP configuration file is one method to
increase the server polling rate and thus faster steps on startup.

A PC that synchronizes via a wireless LAN will show much more variation (jitter) than a PC on a wired LAN. This is
particularly obvious when the PCis using a local (external) time server such as the GpsNtp-Pi because the local
connections usually are more stable than, say, the public internet. The statistics for several PCs on the same LAN
and with the same type of connection should be roughly comparable but will not be identical due to each PC’s
clock characteristics and environment.

4. Measurements

Loopstats statistics from three PCs were used to observe the effects of different time server configurations. Each
PC was setup using two local GpsNtp-Pi time servers, a remote time server pool (United States server pool) and
a combination and then run for 3 full days. A screenshot of the Statistic tab plot for each setup was captured at
the end of the 3™ day as follows: GpsNtp-Pi for 25 October (figure 20), United States time server pool for 29
October (figure 21) and combination for 2 November (figure 22). The minimum and maximum clock offset and
frequency offset statistics are summarized (table 1).

During each set of measurements, the NTP Status tab was randomly checked to see which server was selected.
For the case where only the local GpsNtp-Pi time servers were used, the one with the wired (Ethernet) LAN
interface always was chosen as the best available. In the combination measurements where a GpsNTp-Pi server
was used in parallel with a server pool, the GpsNtp-Pi with the wired LAN interface always was chosen as the
best available. The GpsNtp-Pi with the wireless (Wi-Fi) interface always was shown as acceptable but never
used. In the three PCs analyzed above, NTP kept the clock within 10 ms of UTC, an order of magnitude better
than NTP’s goal of 128 ms.
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File Edit Help

NTP Service | NTP Status | NTP Configuration File  Statistic | Advanced Statistic | Configuration | Notification | Logfile | NTP Debug Information |

—Awvailable Logfiles:

=101 x|

CAToolshNTPhetc

=1

loopetatz 20151010
|oopetatz, 20151011
loopetatz 20151012
loopatats, 20151013
loopetats 20151014
loopatats, 20151015
loopstats 20151016
loopstatz. 20151021
loopstats, 201571022
loopstatz, 20157023

|oopetatz, 2015702

loopgtats, 20151027
loopgtatz, 20151028
loopgtatz, 20157029
loopetatz 20151030

£

INTF' Loopstats

=

—Generated Statistic:
Filename: loopstats. 20151025 Entries: 51 Oiffzet: Mirc -0.003337 Max 0001526
Diate: 25.10.2015 Starttime; 00:28:56 Stop time: 23:24:28 Freguency: Min: 198750 Max:  19.8850
5 - - 1993
% : : : 19.92
3 E ' i - 19.91
2 ! : 02 o
E 1 : ; 1989 ¢
T 0 : [ 1988 B
% [ 19.87 3
-19.86 =

|- 15.85

. | 19.24

: : : : . . : - : 1383

00:28:56 02:32:54 04:54:03 071417 085335 1214:01 143425 163808 191652 21:03:00 23:2428
;l J Time (UTC) j J
— Offset — Frequency (PFM) |

MTP Time Server Monitor by Meinberg 1.04
File Edit Help

=101 x|

NTP Service | NTP Status | NTP Configuration File  Statistic | advanced Statistic | Configuration | NTP Everit Log | Notificstion | Logfile | MTP Debug Information |

—Awailable Logfiles: ~Generated Statistic:

[CAToolWTPiete — =[ || | Fiename: loopstats. 20151025 Entries: 56 Dffsst M -0.003968 Max 0.000943
loopstats. 201510719 [rate: 25102015 Starttime: 00:20:29  Stop time: 23:57:16 Frequency: Min:  19.9930 Max:  20.0210
loopstatz, 20157020
loopetatz, 20151021
loopstats. 20151022 i
loopstats. 20151023 -20.04
loopgtats, 20157024
iaic.20151025 zﬂ'usg‘
loopstats. 20151026 W 120.02 5
loopetatz 201 51027 E L2001 3
loopstatz, 20151028 z &F
Inopstats. 20151029 g 2
loopstats. 20151030 L 19:00 =

19.98
X 1597
i - 15.96
00:30:29 02:15:23 04:36 12:28:35 15:25:19 174654 2002609 23:.03:50
|NTF' Loopstats LI <2 |2 Time (UTC} | =
- — Dffset — Frequency (PPM) |

See last page for copyright info, File: Reeve_MeinbergMonGuide.doc, Page 15
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File Edit Help
NTP Service | NTP Status | NTP Configuration File Statistic | Advanced Statistic | Configuration | NTP Event Log | Notification | Logfile | NTP Debug Informaton |

~Awailable Logfiles: ~Generated Statistic:

C\Program FilessNTPY =] || [ Filename: loopstats. 20151025 Entries: 83 Offset  Min: -0.002588 Max 0.001163
loopstats 20151019 Diate: 25.10.2015  Start time: 00:06:41  Stop time: 23:53:01 Frequency: Min:  -38.3140 Max:  -37.9910
loopetatz, 20151020
loopetatz, 20151021 F-3F 7
loopstats. 20151022 | 378
loopstats, 20151023 =
loopstats. 20151024 |-37.9
lao E1025 oy
loopstats. 20151026 W | B
loopstats. 20151027 E [-38.1 %
loopstats, 20151028 o i =
Iocpstats, 20151029 £ s
loopetatz, 20157030 ; -383 E
- |34
P . . : fses
—4 = . =y e T g R L T re e e P e F
' i \ i i : i : | |-388

00:06:41 02:44:33 05:4.[}:34 063945 082712 12:11:01 150930 15:53:47 16:55:52 19:5:3:{]9 22431

INTF' Loopstats LI jj Time (UTC} jj
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Figure 20 ~ Clock adjustment and frequency offset plots of same day (25 October 2015) data from three PCs that use the
same GpsNtp-Pi time servers. In all plots the vertical axes are autoscaled and the minimum and maximum values in each
plot are shown at the upper-right. Top: Windows 7 PC (named W7 A6lelab) with access to time servers via a Wi-Fi
repeater. Middle: Windows 7 PC (named W7 A61eRx) with access to time servers via wired LAN. Bottom: Windows XP PC
(named WXP SG41) with access to time servers via a Wi-Fi repeater (same as the access used in the top plots). Note that the
left clock offset scale in the upper two plots is seconds and in bottom plot is milliseconds but the magnitude of the
variations throughout the day are approximately the same.
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File Edit Help

NTP Service | NTP Status | NTP Configuration File  Statistic | advanced Statistic | Configuration | NTP Event Log | Notification | Logfile | NTP Debug Information |

—Available Logfiles:

[CProgram FilessNTPy =] |

loopstats 2015710149
loopstatz, 201571020
loopstatz, 20161021
loopetats, 20161022
loopstatz, 201571023
loopstatz, 20151024
|oopstatz, 20151025
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Figure 21 ~ Clock and frequency offset plots of same day (29 October 2015) data from three PCs that use the same United
States time server pool. Top: Windows 7 PC (named W7 A6lelab) with access to time servers via a Wi-Fi repeater. This PC
had been turned on for only a few minutes prior to 000 on 22 October. Fairly rapid initial changes can be seen in both clock
and frequency offsets, but they then stabilized within about 10 minutes. Middle: Windows 7 PC (named W7 A61eRx) with
access to time servers via wired LAN. Bottom: Windows XP PC (named WXP SG41) with access to time servers via a Wi-Fi
repeater (same as top plots). Note that the left clock offset scale in the upper two plots is seconds and in bottom plot is
milliseconds but the magnitude of the variations throughout the day are approximately the same.
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~Generated Statistic:

~Awailable Logfiles:
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Figure 22 ~ Clock and frequency offset plots of same day (2 November 2015) data from three PCs that use a combination of
GpsNtp-Pi and United States time server pool. Top: Windows 7 PC (W7 A6lelab) with access to time servers via a Wi-Fi
repeater. This PC had been turned on for only a few minutes prior to 000 on 22 October. Fairly rapid initial changes can be
seen in both clock and frequency offsets, but they then stabilized within about 10 minutes. Middle: Windows 7 PC (W7
A61eRx) with access to time servers via wired LAN. Bottom: Windows XP PC (WXP SG41) with access to time servers via a
Wi-Fi repeater (same as top plots). Note that the left clock offset scale in the upper two plots is seconds and in bottom plot
is milliseconds but the magnitude of the variations throughout the day are approximately the same.

Table 1 ~ Summary of minimum and maximum clock offsets and frequency offsets for three PCs using various NTP time
servers. The clock offsets were marginally better when the GpsNtp-Pi time server was used. When the combination of

GpsNtp-Pi and server pool was used, NTP always selected the GpsNtp-Pi as the best server; therefore, two clock offset

averages are calculated from the data, one for all measurements and another only where GpsNtp-Pi was involved.

Clock offset Clock offset Pk-Pk Clock Frequency offset Frequency offset

Client PC Min. (ms) Max. (ms) Adj. (ms) Min. (Hz) Max. (Hz)
GpsNtp-Pi only
W7 A6le (Lab) -3.337 1.526 4.863 19.8750 19.8850
W7 A6le (Rx) -3.968 0.943 4911 19.9930 20.0210
WXP SG41 (Lab) —2.588 1.163 3.751 —-38.3140 —-37.9910
US Pool only
W7 A6le (Lab) —6.684 11.399 18.083 19.8880 19.9060
W7 A6le (Rx) -4.236 1.720 5.956 19.9320 19.9510
WXP SG41 (Lab) -1.337 3.158 4.495 —-38.0510 —-38.0350
Combination
W7 A6le (Lab) -1.374 3.411 4.785 19.8010 19.8210
W7 A6le (Rx) -2.675 2.469 5.144 19.9450 19.9590
WXP SG41 (Lab) -4.611 2.991 7.602 —-38.3250 —38.1830
Average (all) -3.423 3.198 6.621
Average (GpsNtp-Pi) 3.092 2.084 5.176

See last page for copyright info, File: Reeve_MeinbergMonGuide.doc, Page 19



5. Additional Comments

As noted above, the Meinberg monitor plots only the clock offset and frequency offset; it does not plot the

other parameters in the loopstats files — jitter and wander (Allan Deviation, or ADEV). The loopstats files are

saved as a space-separated text files and may be viewed with an ordinary text editor or imported into a

spreadsheet for plotting. However, the NTP Plotter software available from {NTPPlot} conveniently plots all

parameters in the loopstats file as a line graph or histogram.

[Reevel2-1]
{Reevel2-2}
{Reevel2-3}

{ReeveGps}

[ReeveNTP]

{ReeveSynch}

{ReeveTime}
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