Network Time Protocol and Meinberg NTP Time Server Monitor ~ Installation Guide
Whitham D. Reeve

1. Introduction

This installation guide provides step-by-step instructions for installing the Network Time Protocol (NTP) and an
NTP monitoring program called Meinberg NTP Time Server Monitor, both on a Windows PC. An additional guide
is available that provides detailed setup and use of the monitor program; see Note: References in brackets [ ]
the Meinberg NTP Time Server Monitor Guide {ReeveMon}. For a general and internet links in braces { }

discussion of time-keeping on a Windows PC, see {ReeveTime}. are provided in section 4.

2. NTP Installation

The NTP installation file for Windows is produced by Meinberg as a compilation of the protocol and setup
procedures. Before installing NTP, disable and uninstall any other time keeping software on your PC (Windows
Time service cannot be uninstalled but its Internet Time function should be disabled; see Appendix).These other
programs most likely will interfere with the proper operation of NTP after it has been installed. The installation
requires a few minutes and a few decisions as described following:

X Download the NTP installation program from {NTP}.

W eweerat opea: Select the link NTP for Windows XP and newer, with
™ ntp-4.2.8p3-win32-setup.exe

wbih i By ie (0 IPv6 support. Save the file to a convenient location, for
from: https: /fwww.meinbergglabal. com example your Desktop or C:\Tools\NTP. Note: The

s .
Yo e e Eseowe thas e version of NTP setup program may be later than

Save File | Cancel

Open File - Security Warning x|

Do you want to run this file?

shown left.

S—T MName: ntp-4.2.8p3-win32-setup.exe
E Fublisher: Meinberg Funkuhren GmbH und Co. KG
Type; Application
From:  C:\Documents and Settings\Whitham ReeveMy Do. .,

Rn  [[ Cancel |

After downloading, open the file and click Run.

¥ Aways ask before opening this file

While files from the Intemet can be useful, this file type can
potentially ham your computer. Only nun software from publishers
you trust. What's the risk?

Network Ti Protocol Setu x . . .

—! If you already had installed the Men‘]berg NTP Time
)\ TheMeinberg Time Server Monitor is running. : _ Server Monitor and it is open, you will see a warning.
. Please close it and select OK to go on or CAMCEL to sbort installation.

Close the monitor and click OK. Otherwise, you will not

Ok C | . .
| concel | see this warning.
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m Network Time Protocel Setup ;lglil
License Agreement
Please review the license terms before installing Metwork Time Protocol, J.J

Metwork Time Protocol (Version 4.2.8p3)

i
This Binary Installation Package indudes software provided by ﬂ
the MTP project {www.nip.org), the OpenSsL project (www.openssl.org),

Mullsoft {www.nsis.org) and Meinberg Radio Clocks {www.meinberg.de). The Lice nse Ag reement SpeCiﬁes the terms Of use. If
Please read this text carefully and completely {scroll down to read all terms).

: : o all terms). agreeable, click | Agree. If you click Cancel the NTP
‘fou need to agree to the following terms in order to proceed with the installation:

a) MTP, the Network Time Protocol Reference Implementation dae mon W| ” not be | nsta ”ed .
Copyright {c) David L. Mills 1992-2005

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Network Time Protocol,

Mullsart Install Systenm «2 46

I Agres Cancel |
[l Hetwork Time Protocol Setup s il
Choose Install Location
Choose the folder in which to install Netwark Time Protocol., J.J

Setup will install Network Time Protocol in the following folder. To install ina different folder,
dick Browse and select another folder., Click Mext to continue.

In this window, specify a Destination folder for the
program. Do not use the default Program Files folder
especially in Windows 7 and later. Instead, click

Destination Folder Browse... and select the desired folder. In this
{ [Cratne example, | previously created the C:\Tools\NTP folder.
Space required: 4.8MB CI'Ck NeXt >,

Space available: 214.3G8

Mullsart Install Systenm «2 46

< Back | Next > | Cancel |

m Network Time Protocel Setup ;lglil
Choose Components
Choose which features of Network Time Protocol you want to install, J.J

Chedk the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: sy = . .
P e [-.53:'2”(5}””';'_0 e By default, all NTP components will be installed. There
il | - s is no reason to change this. Click Next >
Create Startmenu
Space required: 4.8MB
i
Mullsart Install Systenm «2 46
< Back Next > Cancel
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m Network Time Protocol Setup: Configuration Options

Files have been installed
Please specify your configuration settings

~ Configuration File Settings

Location of configuration file:

W Create an initial configuration file with the following settings:
Want to use predefined public NTP servers {see www.poal.ntp.org)? Choose
INone ;I

‘fou can specify up to § NTP servers (comma separated) you want to use:

¥ Use fastinitial sync mode {iburst)
™ Add local dock as & last resort reference, Stratum: |12

Mullsaft Install Systenm « 2G5

=Batk Next >

m Network Time Protocol Setup: Configuration Options

Fles have been installed
Please specify your configuration settings

~ Configuration File Settings
Location of configuration file:

| C:Tools\NTP\etc\ntp.conf _J

¥ Create an initial configuration file with the follawing settings:
Want to use predefined public NTP servers {see www.pool.ntp.org)? Choose
I United States of America ;I

fou can specfy up to 9 NTP servers (comma separated) you want to use:
[ 10.0.0.131,10.0.0.143]

¥ Use fastinitial sync mode {iburst)

™ Add local dock as a last resort reference, Stratum: IT

Mullsart Install Systenm «2 46

= Bak Next > Cancel |

hetwork Time Protocel Setup |

Do you want to review the generated config file {to check it or apply additional settings)?

Yes Mo |
B ntp.conf - Notepad =10l x|
Fle Edt Format View Help
w NTP Network Twme Pru(ﬂ(lﬂ =
#%x% ATTENTION You have to restart the NTP service when you change this file to

actwate the chan ES“

# PLEASE CHECK THIS FILE CAREFULLY AND MODIFY IT IF REQUIRED

4 configuration File created by Windows Binary Distribution Installer Rev.: 1.29 mb

4 please check http://www.ntp.org for additional documentation and background information

# The following r‘Estcht statements prevent that someone can abuse NTP as a traffic
amplification tool
#;g"gr;"g mude 6 and mode 7 packets. Especially the monlist feature has a big potential to be
abused for
# see http: //news meinberg.de/244 for further information.
restrict default nomodify notrap nopeer noguery
b 5es 3liou 1ocal toals ke ntpg full access:
restrict 127.0.0.1
if you are not using IPvé on this machine, please comment out the following line:
restrict -6 ::1

# use drift i1
drifrrile "C:\Tools\NTP\ete\ntp. drift”

# your Tocal system clock, could be used as a backuy

# (this is orﬂy useﬁﬂ if you need to distribute time no matter how good or bad it is)
#server 127.12
# but it shmﬂd operate at a high Stra[um level to let the clients know and force them to
# use any other Timesource they may hav
#fudge 127.127.1.0 stratum 12

# Use a NTP server from the ntp pool project (see http://www.pool.ntp.org)
# Please note that you need at least four different servers to be at least protected against
# one falsericker. If you only rely on internet time, it is highly recommended to add
# additional servers here.
# The "iburst’ keyword speeds up initial synchronization, please check the documentation for
more details!
server 0.us.pool.ntp.org iburst
server 1.us.pool.ntp.org iburst
server 2.us.pool.ntp.org iburst

# use specific NTP servers
server 10.0.0.131 iburst
server 10.0.0.143 iburst

# End of generated ntp.conf --- Please edit this to suite your needs

After the files have been installed, you will be able to
setup the time servers in your part of the world. By
default, no servers are selected, indicated by None as
shown left. Click the drop-down arrow on the right to
select a time server pool in or near your country. You
also can specify external (non-pool) servers such as a
local GpsNtp-Pi (see next screen).

Here, the time server pool in the United States has
been selected, and | also have specified the IP
addresses for two local GpsNtp-Pi time servers. Do not
change any of the checkboxes. Click Next >

The NTP installation program will setup the NTP
configuration file. You can review it by clicking Yes
(next screen) or No.

If you clicked Yes in the previous window, the
installation wizard opens the NTP configuration file in
Notepad (or your default text editor) and it can be
reviewed and edited if desired. If this is a first-time
setup and you plan to use a server pool, you should
follow Meinberg’s advice (see comments in the
configuration file immediately above the server pool
list) and add a fourth server as shown in the next
screen. Otherwise, a first-time user should not change
anything. When finished Exit the editor.
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=lolx]

Fle Edt Format View Help

# but it should operate at a high stratum level to let the client ]
# use any other timesource they may have.

#fudge 127.127.1.0 stratum 12

# Use a NTP server from the ntp pool project (see http://www.pool
# Please note that you need at least four different servers to be
# one falseticker. If you only rely on internet time, it is highl
# additional servers here.

# The "iburst’ keyword speeds up initial synchronization, please

server 0.us.pool.ntp.org iburst
server l.us.pool.ntp.org iburst
server 2.us.pool.ntp.org iburst
server 3.us.pool.ntp.org iburst

# Use specific NTP servers
# server 10.0.0.131 diburst
# server 10.0.0.143 ijburst

# End of generated ntp.conf --- Please edit this to suite your ne
FREFFFF RS S E R RS RS SR R R R R S A R R R R R R R R R
#section insert by NTP Time Server Monitor 10/19/2015 -
4| | 27

Network Time Protocel Setup: NTP Service Options = |D|5|
Setting up NTP service
Please spedify your service settings /:7

~ NTP Service Settings
{* Create and use a spedal NTP account (recommended)

™ Use existing account
™ Use SYSTEM account {not recommended)

V' Start NTP service automatically

¥ Disable other Time Services eventually installed (2.0, W32Time, other NTP flavours)
[V Start NTP service right after installation

v Allow big initial tmestep (>1000 secs)

¥ Enable Multimedia Timer at startup

v Check Firewall Settings

Mullsart Install Systenm «2 46

< Back I Next > I Cancel |
Network Time Protocol Setup: NTP Service Account = ] 9
Setting up NTP service
Enter the user ID and password used for running the service ,:7

— NTP Service Account
Enter a name for the new NTPD account:

[ntp

Enter a password for the new account:

Confirm the password:

MUlsart Install Sy stenm w2 46

< Back I Next > I Cancel

Do this step only if you decide to add a fourth pool
server (see previous screen).

Scroll down until you see the server list and add a
fourth line as shown here. This example shows the US
pool. If you use a different pool, add server 4 for that

location:

server 0.us.pool.ntp.org iburst
server 1.us.pool.ntp.org iburst
server 3.us.pool.ntp.org iburst
server 4.us.pool.ntp.org iburst

When finished, click File — Save and then Exit the
editor.

Additional NTP configuration file settings can be made
here. The top radio button is set to its default: Create
and use a special NTP account (recommended); do not
change. The other checkboxes also should be left at
their default settings. Click Next >.

If you selected the recommended Create and use a
special NTP account ... in the previous screen, you
must enter a name and password. The default name
for the account is ntp and should not be changed.
Enter your desired password in the next two lines.
During ordinary use you will not need to invoke this
security feature but be sure to write down the name
and password just in case you need it later. Click Next
>. At this time, the installation wizard will attempt to
start the NTP service. If successful, the finish screen
will be shown. Starting NTP will take a moment. If not
successful, there will be a warning popup window (see
Troubleshooting).
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etwork Time Protocol Setup = o] _KI

Completing the Network Time
Protocol Setup Wizard

S S R DA e If NTP was successfully started, the wizard complete

- Installed/checked Open3SL runtime libraries . . -
- Added C:Tools\WTPbin to the PATH varizble screen will be seen. Click Finish.
- Selected C:iTools\WTPetc\ntp. conf as configuration file
- Created config file C:\Tools\WTPetcintp. conf

- Created service account ntp

- Disabled/Deactivated W32ZTIME service

- Started Netwark Time Protocol Service (NTP) NTP is now controlling the PC clock and no user

x i h b d i . . . . . .
b o intervention is required. To monitor NTP operation,
If you want to use this template for unattended installs,
plesise chieck and modify i arler i sl your neech, install the Meinberg NTP Time Server Monitor as

described in the next section.

=Bak Carice

Troubleshooting: If the NTP installation wizard could not start the NTP service, a window will appear warning

that the start was unsuccessful. Assuming all installation steps completed without problems, the most likely
cause is an NTP login problem. In this case, right-click My Computer and select Manage (or, click Start — Run... —
Open: services.msc). When the Services window opens, scroll down and right-click Network Time Protocol
Daemon (below). Select Properties.

=[Ol

File  Action View Help

== | |E o= HimE > = u
& Computer Maragement (.oca) Actions
BT
= ]'I.—é F—L’:Tt:i;—;jfeduler Network Time Protocol Daemon Name =~ | Description | Status | startupType [ togona«] i
® @ Firerit Viewer . - Net, Tep Listener Adapter Receives a... Disabled Local Ser .
[ B Shared Folders Stop the SErvice. “: Net. Tcp Port Sharing Service Provides a... Disabled Local Ser
= i Local Users and Groups Restart the service <+ Netlogon Maintains a... Manual Local Sys Hebwork 1
"'B ,:S;:, o “ Network Access Protection Agent  The Netwo... Manual Metwork o N
4 Device Manager Description: 4 Network Connections Manages o... Started Manual Local Sys
= ﬂ Storage Synchronlzgs the lacal system dock to 2 . Network List Service Identifies t... Started Manual Local Ser
= refer_ence_tm_e source and {eventually) By ) ) i ) . )
_ & Disk Management provide this time to NTP and/or SNTP Network Location Awareness Collects an... Started Automatic Metwork
[=l 7 Services and Applications dients fa; Metwork Store Interface Service  This servic,..  Started Automatic Local Ser
‘ Services *3MNetwork Time Protocol Daemon Synchroniz... Started Automatic
i WMI Control 4, Office Source Engine Saves inst... Manual Local Sy:
+, Office Software Protection Plat... Enables th... Started Automatic Metwork
“, Offine Files The Offine... Started Automatic Local Sys
4 On Screen Display Started Automatic Local Sys
., Parental Controls This servic... Manual Local Ser
- Peer Name Resolution Protocol Enablesse... Started Manual Local Ser
., Peer Networking Grouping Enables mu.., Started Manual Local Ser
- Peer Networking Identity Mana... Providesid... Started Manual Local Ser
‘s, Performance Counter DLL Host ~ Enablesre... Manual Local Ser
o e i i S | _LI_I

Extended 4 Standard /[

When the NTPD Properties window opens, click on the Log On tab (see below). The radio button for This account
should be selected and it will show the path .\ntp in the adjacent field. The password will be the password you
entered during NTP installation and you should try re-entering it. If re-entering the password here does not help,
then try selecting the Local System account radio button. When done, click OK. | had to do this on one Windows
XP installation but it | have no idea why it was required.
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Network Time Protocol Dacmon Properties (Local Comp x|

Genersl Log On I H.ecovew' Dependencies |

Log on as:

™ Local System account
[T Allow serace tomterant with desktop

|.\ntp Browse. . I

Corfirm password: Ioo.ooooo.o..o..

Help me corfigune user sccount log on options.

ok | Cancel | Tl |

At this time, NTP may start or it may be necessary to right-click the Network Time Protocol Daemon service in
the Services window and select Start or Restart.

3. Meinberg NTP Time Server Monitor Installation

The Meinberg NTP Time Server Monitor is a free application program that allows the user to monitor, configure
and operate the Network Time Protocol on a PC. The Meinberg monitor is not required to run NTP, but on a
Windows PC it is much easier than using the Command Line Interface to monitor NTP operation and to view the
various logs produced by NTP.

Opening ntp-time-server-monitor-104.exe _ x|
You have chosen to open: Download the installation program from {NTPMon}.
=" ntp-time-server-monitor-104.exe Save the file to a convenient location, for example
W Repiean (. L) your Desktop or C:\Tools\NTP. Note: The version of

from: hitps://www.meinbergalobal. com . .
the monitor program may be different than shown

left.

Would you like to save this file?

SaveFie | | Cancel |
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Open File - Security Warning [ ﬂ

The publisher could not be verified. Are you sure you want to
mun thiz zoftware?

e Name: ntp-time-server-monitor-104.exe
D Publisher:  Unknown Publisher
Type: Application
From:  C:\Documents and Settings\Whitham D. ReeveMy...

An | [ Cancel |

[ Always ask before opening this file

publisher, You should only run software from publishers you trust.

@ This file does not have a valid digtal signature that verfies its
How can | decide what software to un?

42 NTP Time Server Monitor 1.04 x|

‘welcome ta MTP Time Server Maonitor 1.04 Setup program. This
' pragram wil ingtall MTP Time Server Monitor 1.04 on your
CornpLber.

It iz strongly recammended that you exit all 'Windows programs
before running this Setup Program.

Click Cancel ta quit Setup and close any programs you have
unning. Click Mext to continue with the Setup program.

‘wWARMIMG: This program iz protected by copyright law and
intemational treaties.

Unautharized repraduction or distribution of this programm, or any
partion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent possible under law.

Cancel |

42 NTP Time Server Monitor 1.04 x|

Destination Location

Setup will install NTP Time Server Monitor 1.04 in the following falder.
To install into a different folder, click Browse, and select another folder,

“You can choose nat to ingtall M TP Time Server Monitor 1.04 by clicking Cancel to exit
Setup.

— Destination Folder

C:%Program Filesimeinberghntp_time_server_manitar Browse... |

wiise Installation ‘wizard®

< Back Cancel

After saving the file, open it and click Run.

Read the information and click Next >.

The installation wizard installs the monitor in the
C:\Program Files\ folder by default as shown here. Do
not use the Program Files folder especially in Windows
7 or later. Instead, click Browse... and select the
desired folder, for example the previously created
C:\Tools\ folder. Click Next >.
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42 NTP Time Server Monitor 1.04
Select Program Manager Group

Enter the name of the Pragram Manager group ta add WTF Time Server Monitor 1.04 icons
b

Meinberg

ficionis program group also will provide access to NTPD and its
BB Electronics

A program group called Meinberg will be created. This
Accessories -
Administrative Tools j
Astrogenic Spstemns . . .
BB associated documentation. Click Next >.
Cgp?ure Professional «&
ECIea]per
&m|
Eg[si-ﬂotoprfontrol LI

‘wise Installation 'wizard®

< Back

42 NTP Time Server Monitor 1.04
Start Installation

“ou are now ready to irstall MTP Time Server Maonitor 1.04,

Click the Mext button to begin the installation or the Back button to reenter the installation
information.

Now that the installation has been configured, click
Next > to install the program.

‘wise Installation 'wizard®

< Back

Cancel |

42 NTP Time Server Monitor 1.04

' MTP Time Server Manitor 1.04 has been successfully installed.
A Click: the Finizh button to ewit this installation.

=

The finish screen will appear after the monitor
program has been successfully installed. Click Finish.

< Baels

Eane! |

The installation wizard places a shortcut on the
Desktop. In Windows 7, it is necessary to run the

' Time program as administrator. Right-click the icon and
server Monitor select Properties; see next screen.
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[ nTP Time Server Monitor Properties i x|

General | Shortcut Compatibiliy
If you have problems with this program and it worked comectly an
an earlier version of Windows, select the compatibility mode that
matches that earfier version.
Help me choose the settings
- Compatibility mode
I™" {Run this program in compatibiiity mode for:
|W|nd0'.~'s XF (Service Pacl 3) d

For Windows 7, in the NTP Time Server Monitor
Properties window, select the Compatibility tab and
then Run this program as an administrator near the

—Settings
[~ Runin 256 colors

™ Runin 540 x 430 screen resclution
™ Disable visusl themes bottom of the window. Click OK to close the window.
I™ Disable desktop composttion

I™ Disable display scaling on high DF| ssttings:

~ Privilege Level
¥ Run this program as an administrator

'Si' Change settings for all users |

oK Cancel | pply |

After installation, the monitor program may be opened in the normal way. However, if NTP is not already
installed, a warning window popup will appear asking to Exit (see below). If you click No, the monitor’s main
window will appear but there will be no information related to NTP. If you click Yes, the program will close. At
this point you will need to install NTP as described in the previous section.

TIEINBERG

If the Network Time Protocol has not yet been
installed, a warning window with appear. The
Meinberg monitor can be started by clicking No.
However, all Service Information fields will be marked

n/a as seen in the screen below.

monitor
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NTP Time Server Monitor by Meinberg 1.04 25 I ] |
File Edit Help
' | TP status | MTP Configuration File | Statistic | Advanced Statistic | Configuration | Notification |

—Service information: —Service configuration:

MTF vergion: NTP service not installed Control HEIVICE:

Service name: |na"a Start Type: I j
Diizplay name: Ina"a Start NTE sefvice
Description; |n/a Hestart W TE semice

Stom NTE sefvice

- nd
Path to EXE: In ) Settings

Log on as; nfa

—Service information:

Service Statuz nfa epplioation Log |

\MEINBERG |

Service Start Type: nfa

ntpsvcio.dll version: 120

When the Meinberg monitor is opened after the Network Time Protocol has been installed, the NTP Service tab
will show basic NTP information. The Service Status near the bottom-left corner should show Started and the
Service Start Type should show Automatically.

NTP Time Server Monitor by Meinberg 1.04 = I ] |
File Edit Help
[NTP Service | NTP Status | NTP Configuration File | Statistic | Advanced Statistic | Configuration | Notification | Logfie | NTP Debug Information |
—Service information: —Service configuration:
NTP versior: ntpd 4.2 8p30E1 35280 Jul 09 16:33:37 (UTC+02:00] 2015 (4] " Control service:
o INTF' Start Type: |.-’-'«utomalic:a||_l,l j
Diizplay name: INetwork Tirme Protocol Dagmon Start MTP zervice
provide this time to NTP andfor SHTP clients

Stop HTF sevice

Fath to EXE: IEI:'\Tools\NTF’\bin‘sntpd.eHe -9 -M -c "C:AT ool N T Phetchntp conf

Description: |Svnchronizes the local spstem clock to a reference time source and [eventually) Bestart NTP service |
Settings |

Logon as: ntp

—Service information:

Service Status Started Application Laog |

\MEINBERG |

Service Start Tppe: Automatically

ntpsvcio.dll version: 120

Note: Do not click the X button in the upper-right corner of the window as this will Exit the ‘ =l x|
Meinberg monitor program. Use the Minimize button instead. li
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4. References and Web Links

{NTP} https://www.meinbergglobal.com/english/sw/ntp.htm

{NTPMon} https://www.meinbergglobal.com/english/sw/ntp-server-monitor.htm

{ReeveMon} Reeve, W., Meinberg NTP Time Server Monitor Guide, 2015, available here:
http://www.reeve.com/Documents/Articles%20Papers/Reeve MeinbergMonGuide.pdf

{ReeveTime} Reeve, W., Time Keeping, 2015, available here:
http://www.reeve.com/Documents/Articles%20Papers/Reeve TimeKeeping.pdf
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Appendix — Disable Windows Internet Time

To prevent conflicts between NTP and the Windows Internet Time function follow these steps:

3:41 AM
I 13370015 =

Tuesday, Movember 03, 2015

.f ".
Su Mo Tu We Th Fr Sa e ™ X
|
i 28l 4 5 &8 7 |I° — _.l.
8 9 10 1 12 13 14 Y |
15 16 17 18 19 20 21 ",
22 23 24 25 % 27 8 ol
29 30 1 2 3 4 3 e
8:52:06 AM

,"1. Davlight Saving Time ended on Sunday, November 01,
= 2015 at 2:00 AM. The dock went back 1 hour at that time.

Change date and time settings...

x

Date and Time |Addjtional Clocks I Internet Time I

7 Date;
i Tuesday, November 03, 2015
Il =
.":-\ - f y Time:
1% \ o 8:35:30 AM
S—+~ | % Change date and time... 1
Timezone

(UTC-02:00) Alaska

Change time zone.. |

Daylight Saving Time begins on Sunday, March 13, 2016 at 2:00 AM. The
clock is set to go forward 1 hour at that time,

¥ Motify me when the clock changes

Get more time zone information online
How do [ set the clock and time zone?

oK Cancel Bl

In Windows 7, click the clock in the lower-right corner
of the Desktop. In Windows XP, double-click the clock
in the lower-right corner. Alternately, click Start —
Control Panel — Date and Time. The following steps
show Windows 7 but XP will be similar.

When you click the clock in Windows 7, a calendar
and clock will popup. Click on Change date and time
settings... at the bottom of the window.

When the Date and Time window opens, select the
Internet Time tab
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On the Internet Time tab, click on the Change
settings... button

Uncheck the Synchronize with an Internet time server
as shown, then click Ok twice to close the windows.
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